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0 0 ACCEPT tcp —  # * 0.0.0,0/0 0.0.0.0/0 tep dpt:z2 -~
33 1584 ACCEFT tep —  # * 0.0.0.0/0 0.0.0.0/0 tep dpt:B0

4] 0 ACCEPT tcp —— ok * 0.0.0,0/0 0,000,040 top dpt:443
4 256 ACCEFT icmp — * * 0.0.0,0/0 0.0.0, 040 icmptype 2
4] 0 ACCEPT all — * * 0.0.0.0/0 0.0.0.0/0 ctstate DNAT

477 34332 zeone_internal_sre_ CCEPT all — = * 0.0.0.0/0 0.0.0.0/0

Chain zone_internal output (1 references)
pkts bytes target prot opt in out zource destination

7 2064 output_internal_rule all — #* * 0.0.0,0/0 0.0,0,0/0
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~ BERNER

=3l ERIRE BERras IMSI FEMHRRS
1 Ready EG25 Registered to home network
#sl 1

EIRIRE  Ready
BHREIE  EG25
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(ES5TFHmERstE 17 dB
fuigi@®E 99
IEEmIAGIE 46000
{IEX\ FFFE
MRS 02A21102
YIEEREID 205
IMEI
ElffiiF EG25GGBRO7A08M2G_01.002.01.002

WM ER  quectel

by, AL 7%

=5l BIRFIRMTS .

FEHORAS BRI E R EIRAS .

MR A5 I R BRI Y

HH SIM R ERPIRIEEEFT SIM R
CERRRSA T BIRHET SIM R HEIE S,
IMSI TIRET SIM ERT IMSI
ICCID BRHET SIM EH 1caD.
RS BRI ZORES

BE S R 2 B AL 7 R A4 R

RobustOS Pro 415 #H 5 42/157



RobustOS Pro #4156 B 5

@ rcbustel

TR iR
X 2 A R AT 4 R S5 SR .
AR BIRAEAE B .
R IR P ARG B 45 5 50
SEAG FHWI%E TE M2 WX 2% 15 5 24 R RSRP
S SRR E TEME 2 W24 15 7R 24 BT RSRQL
&5 TP nngE R TE M2 WX 2% 1 5% 24 R0 SINR.
(VAT ES BN MATIRIG R
PLMN ID 7R MAT PLMN 1D,
AR 7R F T RR AR AN R DX 24 17 A Hh X A RS
ANESS, R T AL 24 T /NX 1D,
YIER /N X AR IR B T AL DG S T 1D,
IMEI BRI ERE IMEL (EBRB BRI 5
] R AR TN B AT 1 T [ R A
B K WoRIGE BRI KA.
AT K
WA T AT fr AR
EEM

[ ATifist }

Y

[

#R

3.3.3 M

W T 05 22 A B R LR A 2% . BRIAIBF (br_lan) ZRZ AT

w= }

BN

br_lan default bridge

Bty BRI RAR

RobustOS Pro /41548

43/157




RobustOS Pro #f4-ii B 45 @ I'@DUSte|

ity XX DA BR PR A7 o

st [ s DATE S HE B A B R I S5

#M [br_lan ] @
A default bridge ]
FEO eth0 eth1
prindl ik
%N P& LR A4FK
i CRIEEER
THEH EFEIF A P ARSI LUK P35 [
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e {¥ 11an:{¥ IEEE 802.11an.
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weAlsE  [em v

mz (e v @

Pk | | ®
HEREFES | 300 }
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Ji F FTE U L DU R /2 B I N e OFF

RobustOS Pro 415 #H 5 55/157



RobustOS Pro #4156 B 5

@ rcbustel

TR 5% RIME
LB D AN £ S A7 G Bk = ON-OFF
o P DHERATF-ICI AT i A i B R
o ML T HEAR R
S ] TR R BRI T EECE R R BRI T RO R . 0 MR BT | OFF
B, R mZJEHE TG
I TFRAE AN Count B, BIMELAME—S%. WERIE, EHE{EARRER |0
fi &k DI 5%,
R N BRI BRI . Alarm On
HEHEBRAR LSO EI R NAES Alarm Off

T BUAEE TR, THE R Z I T 7

DO

=l |
PHY#2t | bo v|
e I ]
e V]
masE [ n v]
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3. 3.9 Packet Forwarder (LG5100 7 F)
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3.6 R4
3.6.1 @ik

ATHTFHREM TR AGHEFEAER. i “KREHESRS>REGHERE” Wl ARG HE.
J ZHAS }

.

BEEH B ]
g |®
Jul 08 0%:45:325 Router systemdll]: fstrim.service: Succeeded. -

Jul 0 09:45:35 Router systemd[1]: Finished Discard umised blecks on filesystems from fetc/fstab.
TJul 06 09:45:36 Router mm wrapper[1114]: [D] nmw_get modem: found no modems!
Jul 06 09:45:37 Router systemd[1]: apt—daily. service: Succeeded
Jul 06 09:45:37 Reuter systemd[1]: Finished Daily apt dewnlead activities
Jul D& 09:45:37 Router systemd[1]: apt-daily. service: Consumed 2.181s CFU time
TJul 06 09:45:37 Router systemd[1]: Starting Daily apt upgrade and clean activities...
jul 06 09:45:3% Router ModemManager[22982]: <infor [base— manager] couldn' t check support for device
"ays/devices 000/ 50/ 2100000, aips—bus /20b4000, ethernet’ : net supperted by any plugin
jul 06 09:45:39 Router ModemManager[22932]: <info> [baze— manager] couldn’ t check suppoert for device
" fays/devices/s0c0/50c/2100000. aips—bus /2188000, ethernet’ : not supported by any plugin
Jul 06 09:45:3% Router systemd[1]: apt—daily-upgrade. service: Succeeded.
Jul 06 09:45:39 Reuter systemd[1]: Finished Daily apt upgrade and clean activities.
Jul 06 09:45:39 Reuter syetemd[1]: apt—daily-upgrade. service: Consumed 1. 7742 CPU time
Jul 06 09:45:40 Router systemd[1]: eximd-hase. service: Succeeded
TJul 06 09:45:40 Router systemd[1]: Finished eximd4-base housekeeping
Jul 06 09:45:40 Reuter systemd[1]: Starting Retate log files...
Jul 06 09:45:41 Reuter systemd[1]: legretate. service: Succeeded
Jul D& 09:45:41 Router syestemd[1]: Finished Rotate log files.
TJul 06 09:45:42 Router rospan[23149]: pan unix(login:session): session opened for user admin(uid=1000) by (uid=0)
Jul 06 09:45:42 Router rospam[2314%9]: pam_unixzilegin:session): session closed for user admin
Jul 06 09:45:42 Reuter mm_wrapper(1114]: [D] nmw_zet_modem: found ne nodems!
jul 06 09:45:45 Router ModemManager [22922]: <info> [baze— manager] couldn’ t check suppoert for device
" fays/devices/s0c0/50c/2100000. aips—bus/20b4000. ethernet’ : not supported by any plugin
Jul 06 09:45:45 Router ModemManager[22982]: <infor [base— manager] couldn' t check support for device
P ays/devices 000/ 50/ 2100000, aips—bus /2188000, ethernet’ : not supperted by any plugin
Jul 06 09:45:46 Router ModemManager[22922]: <infer [medem0] state changed (umknewn —» locked)
Jul D6 09:45:46 Router ModemManager[22982]: <warn> [modem0] modem couldn’ t be initialized: Couldn’ t check unlock status: QNI
operation failed: GW primary session index unknown
Jul 06 09:45:46 Router ModemManager[22982]: <infor [modem0] state changed (locked —» failed)
Jul 06 09:45:46 Reuter NetworkManager[211]: <infe> [1857071946.5013] manager: (ede—wdn(d : new Broadband device
(forg/freedesktop/MetworkManager/Devices /A00)
TJul 06 09:45:46 Router NetworkManager[811]: <info> [1657071946.5155] device (cdo—wdml): state change: ummanaged —» unavailable
{reason managed’, sys—iface-state: "externmal’)
Jul 06 09:45:46 Reuter NetworkManager[211]: <infe> [1857071946.5277] device (ede—wdm() : modem state " failed
TJul DA 09:45:46 Router NetworkManager([811]: <info> [1657071946. 5480] device (cdc—wdm®): old_state: wmanaged, state: unavailable
concheck_now: false
Jul 06 09:45:46 Router NetworkManager[211]: <warn> [1657071946.5494] device (cde—wdn() : concheck_update_interval [IFv4]:
applicable interval is 0
TJul 0 09:45:46 Router NetworkManaszer[811]: <infe> [1657071946.5507] device (edc—wdm®): concheck_update_state[IPv4], state: NONE,
old state: UNENOWN, dev state: unavailable, continuous success count: 0, continueus failure count: 1
TJul 06 09:45:46 Router NetworkManager[811]: <warn> [1657071946.5538] device (cdo—wdm®): concheck update interval[IPvé]:
applicable interval i1s 0
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<lan>

<network max entry num="5">
<id>1</id>
<interface>lanO</interface>
<ip>172.16.24.24</ip>
<netmask>255.255.0.0</netmask>
<mtu>1500</mtu>

18 cmd:

set lan network 1 interface lan0
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set lan network 1ip 172.16.24.24
set lan network 1 netmask 255.255.0.0
set lan network 1 mtu 1500
L DBFH () ATHRITRERASMSTIIZ A frd
2. fil:
admin:admin;status system
FEM AT 2, F P 4409 admin”, E %A “admin”, #5464 9 “status system”, i 2 (K DIRE 2RI RGUIRES o
SMS received:
firmware_version = 2.0.0
firmware_version_full = "2.0.0 (60b55c0)"
kernel_version = 5.4.24-2.0.0
hardware_version = 0.0
operation_system = "Debian GNU/Linux 11.3"
device_model =""
serial_number = 2204190667030003
temperature_interval =53.0
uptime ="0 days, 00:12:06"
system_time = "Thu May 19 16:52:22 2022"
ram_usage = 392M/448M
cpu_usage = "22569s Idle/71405s Total /1 cpus"
disk_usage = 1.9G/7.1G
admin:admin;reboot
a4, AP 4N “admin” , %134 “admin” , iZar 2 H T EHJH MK,
SMS received:
OK

admin:admin;set firewall remote_ssh_access false;set firewall remote_telnet_access false

b4 H, 4 A“admin”, iS4 “admin” , %4 125 remote_ssh JF remote_telnet 1517 AL
PR

SMS received:

OK

OK

admin:admin;set lan network 1 interface lan0;set lan network 1 ip 172.16.24.24;set lan network 1 netmask
255.255.0.0;set lan network 1 mtu 1500

fESa A, HF % N admin”, i 4“admin”, 4 HTEE LAN 24,

SMS received:

OK

OK

OK

OK
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4.2.1 IPsec VPN

IPsec VPN #fi4h (IRZS75u A2 P IKE A1 SA ZHUA I EAMIED
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IPsecVPN k%525

Cisco 2811:

Fouterrenzble
Routerfconfig
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (confiqg) crypto isakmp poliecy 10
Router (config-isakmp) £?
authentication Set suthentication method for protection suite

encryption Set encryption algorithm for protection suite

exit Exit from ISRZEMP protection suite configuration mode
group Set the Diffie-Hellman group

hash Set hash algorithm for protection suite

lifetime Set lifetime for ISAEMP security association

no Wegate a command or set its defzults

Router (config-iszkmp) fencryption 3des
Router (config-isakop) #hash mds
Bouter (config-isakmp) fgauthentication pre-share
Router (config-isakmp) #group 2
Router (config-isakop) fexit
Bouter (config) forypto isakmp ?
client Set client configurastion policy
enable Enable ISREMP
key Set pre-shared key for remote peer
policy Set policy for an ISAFMP protection suite
Bouter (config) fcrypto isakmp key cisco address 0.0.0.0 0.0.0.0

Router (config) §crypto ?
dynamic-map Specify & dynamic crypto map template

ipsec Configure IPSEC policy
isakmp Configure ISAFMP policy
key Long term key operations
map Enter & cryptoc map

Router (config) fcrypto ipsec ?
gecurity-assocciation Security association parameters
transform-set Define transform and settings
Router(confiig) fcrypte ipsec transfcrm-set Trans 7
ah-md5-hmac LH-HMAC-MDS transform
ah-sha-hmac AH-HMRC-SHE2 transform

esp-3des ESP transform using 32DES(EDE) cipher (l&2 bits)
egsp-aes ESP transform using AES cipher
esp-des ESP transform using DES cipher (58 bits)

esp-md5-hmac ESP transform using HMAC-MDS auth
esp-sha-hmac ESP transform using HMAC-5HZ auth
RBouter (config) §cryptoe ipsec tranaform-set Trans esp-3des esp-md5-hmac

Router (config) #ip access-list extended vpn

Bouter (config-ext-nacl)fpermit ip 10.7.0.0 0.0.0.255 1%2.1e8.1.0 0.0.0.255

Bouter (config-ext-nacl) exit

Bouter ({config) #crypto map cry-mep 10 ipsec-isskmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

Router (config-crypto-—map) fmatch address wvpn

Router | g-crypto-map) §set transform-set Trans

Router |

g-crypto-map) fset peer Z0Z2.100.1.1
Bouter (config-crypto-map) fexit

Bouter (coniig) #interface fastEthernet 050

Bouter {config-if)#ip address 58.1.1.1 255_255_255.0

Router (config-if) §cr

Bouter (config-if) fcrypto map cry-map

*Jan 3 07:1€:26.785: %CRYPTO-€-ISREMP ON OFF: ISREMP is ON
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IPsec VPN 2% ' ¥ :

The window is displayed as below by clicking “SE3LEFM > IPsec > F&iE.”

IR = fiik FI% FBTW TR +

Bl AR R TR T KB 1Psec 2 i I S AL

= [a ]

mr | }

s | v]
x| | ®

i [ese ]

B [ms v]
werm | | @
e | @

IKES7) [mm v|

L e v]

L S [ v|

memx (306 v]

WESIE  [snat ‘|

PP [prs(v/A) /|
swizEmiE [ 2ss00 | ®
DPDER |30 | ®
DPDEAYET ] [150 | @
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WERE  [3pEs /]
mEEE  [sHaL ]
KEOHSE  [omgrauez )
INEXR ek /]
PokEl | ]
AiDET [z V]
DX [z /]
IKEZ 52 7E] [86400 ] ®

mEEE  [30ES /]

WERE  [sHAt |

PFsE [prsua) ]
SAZFIERS [28800 ] @
oD (30 |®
DPDS:RET A [150 ] @

s, ot ERR IR O (0 E A .
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4.2.2 OpenVPN

OpenVPN 3257 Al P2P AR . DL B P st XA ]
PC1

OpenVPN-Server OpenVPN-Client

Lo WAN:202.96.1.100/24

L —— ‘_E 192.168.2.0/24
ALy

PC2

OpenVPN fi552%:

T G TE RS 75 v A2 UAE DG OpenVPN IETS, 1275 DL fi & fic B iRk 55 45 :
local 202.96.1.100

mode server

port 1194

proto udp

WAN:59.1.1.1

dev tun

tun-mtu 1500

fragment 1500

caca.crt

cert ServerQO1.crt

key Server01.key

dh dh1024.pem

server 10.8.0.0 255.255.255.0
ifconfig-pool-persist ipp.txt

push "route 192.168.3.0 255.255.255.0"
client-config-dir ccd

route 192.168.1.0 255.255.255.0
keepalive 10 120

cipher BF-CBC

comp-lzo

max-clients 100

persist-key

persist-tun

status openvpn-status.log

verb 3

VE: Wi KA B 1E R, FER BN R F LTI
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OpenVPN_Client:

#.47“VPN>OpenVPN>0penVPN”, 1T iR,

J OpenVPN 1 RS

E ST =1 fih gt Higieht +

Hih 4 LIBCE Clientol, W1 R .

z 4 ]
wa | |
A v ®
nsest (% | @
Y [uop v]
Sefisttot [ |
wgn (10 |
e [ |
EED | 1104 ]
srEm [1on /|
WA (% | @
wP (10801 ]
mHP (1080, ]
woEmE (20 | ®
wEmmmE (120 | @
BEMTU (1500 |
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HIES F

ERESE

BRENAT

o

HE&EERE

E5HT [ ] ®

SeRE, Wy ERREAE, Rl © RCEER
4.2.3 GREVPN

GRE VPN #i$h

PC1 PC3

GRE-1 GRE-2

WAN:58.1.1
L 192.168.2.0/24
£
PC2
GRE-1:
Wit “VPN>GRE>GRE” , & IE/RWF,
RETAEZ X /GRE

GREZEMMIEINY, BE—TIPEIEEDY, RTFrMESIEa— T NEREEHIS— NSRS,

J GRE 1 W

~ GRERSE

%3l =] faid i IPitht +

Bl -l R B E GRE-L AL
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FEAHE CU &N

5.1 f+4 & cu

AT S (CLD S —F R FLii, 326 1M SSH Bl telnet MZXIER B B IR&SHI 7 —FMT7%E. 5
KRS Telnet BY SSH EHEG, NG HZN (BONVE LR/ R 0D DIEA MR IRC B, a0 R pr

Ao
ZESced
Router login: admin
Password: admin
#
CLl fig4:
#7?
!
add
clear
config
debug
del
do
exit
help
ovpn_cert_get
ping
reboot
set
show
status
tftpupdate
traceroute
trigger
urlupdate

ver

R
I W= B g S
BRGIHE R
e B R
KIS Bt B &
MIBRAEC & 3% % H
BEIAT I FAIRE
BHcu

B8 CU EERI A

B http 3¢ ftp %L OpenVPN iE+ 304
IF1] X 266 AL IETH S
PHEFPATA EH R
HEASRE

WRRANE
BRIETEBITINRSUE B

fEH tftp 5 BT ] {4 ml A B SO

W % p A 0 PR R T ED B 4% AL
fouh A A

Wi http BY ftp BE T
EEESEN

RobustOS Pro 4t B -5

149/157



RobustOS Pro %5 f4:-3 B 5

@ rcbustel

5.2 WAECE CLl

NERAG T HRE, ERREREF P RZ B RHR.

R/

E[ipy

?

AT “? 7 BHERHEPEE.
i«

# config (3%?")

config Configuration operation

# config (FZZHEHE+?)

commit Save the configuration changes and take effect
changed configuration

save_and_apply Save the configuration changes and take effect
changed configuration

loaddefault Restore Factory Configuration

Ctrl+c

% X PN, B T ER “EH7 ThRgsh, &R UM “4TH7
BOEREST o

ERAR: AR

R 5 7 R B+ R

B AT DL B AR S A A

f1):

# config (1% enter )

Syntax error: The command is not completed

# config (2% 4+ Tab %)

commit save_and_apply loaddefault

#config commit
# config save_and_apply

BB STERE, BBz N IX By & DU 13 B 7R W& B AE R
e $EACH save_and_apply #CEAH R HIVEH -

LS ks ik

LS WA FTOT Bk H A T g

IR LIRS RN R ACE, MRS EEE A ARIEIH “ s
izfr”

W BESH P SRRl A & B E AR E ), AFRZAEAET

n U BCEAE R EASHUN, 1 add XSRS

2E: MBIEHT Web JIE# FEI EXML X 1. 520 0] LLG TR XML XAERS
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5.4 HEcERP

FIR CU BRI AR PRI T i B e AT B B DhRE, AR5 — IS cUl fp <, BJE @ S — 2t
HBRPIHATICE -

=
o~
W

A~ 1. BEZETRA

# status system

firmware_version = 2.0.0
firmware_version_full ="2.0.0 (60b55c0)"
kernel_version = 5.4.24-2.0.0
hardware_version = 0.0

operation_system = "Debian GNU/Linux 11.3"
device_model =""

serial_number =2204190667030003
temperature_interval = 53.0

uptime ="0 days, 00:12:06"

system_time = "Thu May 19 16:52:22 2022"
ram_usage = 392M/448M

cpu_usage = "22569s Idle/71405s Total /1 cpus"
disk_usage =1.9G/7.1G

#

B 2: REBIIMLRICL

# show cellular all
sim {

id=1

card =siml

phone_number =

pin_code =
extra_at_cmd=""
telnet_port=0
network_type = auto
band_select_type = all
band_settings {
gsm_850 = false
gsm_900 = false
gsm_1800 = false
gsm_1900 = false
wcdma_800 = false
wcdma_850 = false
wcdma_900 = false
wcdma_1900 = false
wcdma_2100 = false
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wcdma_1700 = false
wcdma_band19 = false
Ite_band1 = false
[te_band2 = false
[te_band3 = false
Ite_band4 = false
[te_band5 = false
Ite_band7 = false
[te_band8 = false
Ite_band13 = false
Ite_band17 = false
Ite_band18 = false
Ite_band19 = false
Ite_band20 = false
Ite_band21 = false
Ite_band25 = false
Ite_band28 = false
Ite_band31 = false
Ite_band38 = false
Ite_band39 = false
Ite_band40 = false
Ite_band41 = false

}

telit_band_settings {
gsm_band =900_and_1800
wcdma_band = 1900

}

debug_enable = true

verbose_debug_enable = false

}

# set(space+space)

cellular ddns dido

event firewall gre

12tp lan link_manager
pptp reboot route

ssh syslog system

# set cellular(space+?)
sim SIM Settings

# set cellular sim(space+?)
Integer Index (1..1)

# set cellular sim 1(space+?)

card SIM Card
phone_number Phone Number
pin_code PIN Code

ip_passthrough

serial_port
user_management

ethernet

ipsec

openvpn

sms
web_server
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extra_at_cmd Extra AT Cmd
telnet_port Telnet Port
network_type Network Type
band_select_type Band Select Type
band_settings Band Settings
telit_band_settings Band Settings
debug_enable Debug Enable

verbose_debug enable  Verbose Debug Enable

# set cellular sim 1 phone_number 18620435279
OK

# config save_and_apply
OK /] ORAF R AR HIRCE, 1hC B AR Ak
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ARER

AC Alternating Current

APN Access Point Name

ASCII American Standard Code for Information Interchange
CE Conformité Européene (European Conformity)
CHAP Challenge Handshake Authentication Protocol

CLI Command Line Interface for batch scripting

Csb Circuit Switched Data

CTS Clear to Send

dB Decibel

dBi Decibel Relative to an Isotropic radiator

DC Direct Current

DCD Data Carrier Detect

DCE Data Communication Equipment (typically modems)
DCS 1800 Digital Cellular System, also referred to as PCN

DI Digital Input

DO Digital Output

DSR Data Set Ready

DTE Data Terminal Equipment

DTMF Dual Tone Multi-frequency

DTR Data Terminal Ready

EDGE Enhanced Data rates for Global Evolution of GSM and 1S-136
EMC Electromagnetic Compatibility

EMI Electro-Magnetic Interference

ESD Electrostatic Discharges

ETSI European Telecommunications Standards Institute
EVDO Evolution-Data Optimized

FDD LTE Frequency Division Duplexing Long Term Evolution
GND Ground

GPRS General Packet Radio Service

GRE generic route encapsulation

GSM Global System for Mobile Communications

HSPA High Speed Packet Access

ID identification data

IMEI International Mobile Equipment Identity

IP Internet Protocol

IPsec Internet Protocol Security

kbps kbits per second
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45 RS

L2TP Layer 2 Tunneling Protocol

LAN local area network

LED Light Emitting Diode

M2M Machine to Machine

MAX Maximum

Min Minimum

MO Mobile Originated

MS Mobile Station

MT Mobile Terminated

OpenVPN Open Virtual Private Network

PAP Password Authentication Protocol

PC Personal Computer

PCN Personal Communications Network, also referred to as DCS 1800
PCS Personal Communication System, also referred to as GSM 1900
PDU Protocol Data Unit

PIN Personal Identity Number

PLCs Program Logic Control System

PPP Point-to-point Protocol

PPTP Point to Point Tunneling Protocol

PSU Power Supply Unit

PUK Personal Unblocking Key

R&TTE Radio and Telecommunication Terminal Equipment
RF Radio Frequency

RTC Real Time Clock

RTS Request to Send

RTU Remote Terminal Unit

Rx Receive Direction

SDK Software Development Kit

SIM subscriber identification module

SMA antenna Stubby antenna or Magnet antenna

SMS Short Message Service

SNMP Simple Network Management Protocol
TCP/IP Transmission Control Protocol / Internet Protocol
TE Terminal Equipment, also referred to as DTE
Tx Transmit Direction

UART Universal Asynchronous Receiver-transmitter
UMTS Universal Mobile Telecommunications System
UsB Universal Serial Bus

ussD Unstructured Supplementary Service Data
VDC Volts Direct current

VLAN Virtual Local Area Network

VPN Virtual Private Network
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%5 RS IR
VSWR Voltage Stationary Wave Ratio
WAN Wide Area Network
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